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Internet Technology

Some Terms

» Base Station
— Sends & receives data to/from wireless hosts
— Coordinates transmission among hosts
— Connects to other, usually wired, networks
— Examples: cell tower or wireless access point
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Internet Technology

Some Terms

-

* Infrastructure Mode

— Traditional network services are provided by the network to which
the hosts are connected via the base station

— E.g., DHCP, DNS, routing
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Internet Technology

-

Some Terms

» Ad hoc mode (peer-to-peer mode)
— No back-end infrastructure is present
— Hosts have to figure out address assignment, name resolution, and
routing among themselves

— Often no base stations: connectivity directly to hosts and routing via
forwarding through hosts
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Internet Technology

[ 802.11 LANs

o

« 802.11 = Wi-Fi

— Set of standards for wireless local area networking
Standard Frequency (GHz) | Data rate (max)
802.11 24 1-2 Mbps (obsolete)
802.11b 24 11 Mbps
802.11a 5 54 Mbps
802.11g 24 54 Mbps
802.11n 24,5 72.2 Mbps
802.11ac 5 1.3 Gbps
802.11ad 60 6.9 Gbps (in-room)

5 GHz = 5.1-5.8 GHz

And more... 2.4 GHz = 2.5-2.485 GHz

802.11af, 802.11ah, 802.11aj, 802.11ay
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[ 802.11 LANs

» Base station = access point (AP)

+ Basic Service Set (BSS)
— One or more wireless stations (devices)
— and one central access point (AP)

» BSSID = MAC address of the AP

* Devices using an AP operate in infrastructure mode
— AP interconnects with the wired Ethernet infrastructure

» 802.11 devices can also operate in ad hoc mode
— Communicate with each other directly
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-

Access Point Identification

o

* An access point is assigned
— A Service Set Identifier (SSID) = textual name for the BSSID
— A channel number

* Frequency band is divided into multiple overlapping channels
— 802.11g/n has 3 non-overlapping channels in the U.S. (1, 6, 11)
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Access Point Discovery & Association

« A wireless host (station) needs to associate with one AP

» Passive Scanning

— AP periodically sends beacon frames, each containing the AP’s SSID & MAC
address

— Wireless station scans all channels, searching for beacon frames from any
APs
+ Active Scanning
— Wireless station may also broadcast a probe frame to all APs — iterating
through the channels
+ Selection
— Wireless station selects one access point (often chosen by the user)
— Sends association request frame; receives an association response from AP
— Then send a DHCP discovery message ...
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[ 802.11 MAC Protocol

+ Key differences between Ethernet and 802.11
— Higher bit-error rates in wireless

— Ethernet can listen while transmitting; 802.11 cannot
* Received signal is weaker than transmitted signal
» Receiving station may be receiving signals that the transmitter cannot detect

— Because Ethernet could listen, it could stop transmission if collision

* What does 802.11 do?
— Uses Link-layer acknowledgements (ARQ; ack & retransmission)
— Use CSMA/CA
» CSMAJ/CA: Carrier Sense Multiple Access with Collision Avoidance
» Random access protocol

= Avoid collisions when possible
— If two stations sense a busy channel, they both enter random backoff

o _/

April 22, 2016 352 @ 2013-2016 Paul Krzyzanowski 9

Paul Krzyzanowski 9



Internet Technology

( 802.11 MAC Protocol: CSMA/CA

o

» Prevent collisions when they are most likely to occur:
when when nodes sense that the channel is clear

« Force nodes to wait a random time, sense, and transmit
* If the channel is busy, the node freezes its timer until it is free

+ This reduces the chance that two clients will transmit simultaneously

Key idea
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( 802.11 MAC Protocol: CSMA/CA

1. If the channel is idle
— Wait a short time (Distributed Inter-frame Space, DIFS)
— Transmit complete frame

— 2. Else pick a random backoff value using binary exponential backoff
— Count down this amount when the channel is sensed idle
— If the channel is busy, the counter does not change

3. When the counter reaches zero (channel must be idle)
— Transmit the complete frame

4. Wait for an acknowledgement
— If a receiver receives the frame & CRC is OK,
» Waits briefly (Short Inter-frame Spacing, SIFS)
= Sends back an acknowledgement frame
— If the transmitter has another frame to send, go to step 2 with new frame
_[ — Ifthe ACK was not received, increase the backoff value; go to step 2

o /
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